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University Press, 2017, p. 45.

Schmitt, M. N. (Ed.), Tallinn Manual on the International Law Applicable to Cyber Warfare, Cambridge University -
Press, (2013), p. 81-96
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Abstract:

This study examines the growing challenges posed by cyberspace to international law, particularly with the evolution
of Al-enhanced cyberattacks. The intangible nature of such attacks and the difficulty of attributing them to specific states
have created a significant legal gap, limited the effectiveness of state responsibility mechanisms and weakened the
international system’s ability to address cyber threats. The research presents the theoretical foundations of cyber security
threats, reviews global and regional efforts to regulate cyber conduct, and analyzes practical case studies that highlight the
vulnerability of digital infrastructures. It concludes by emphasizing the need for a more advanced global legal framework
and enhanced international cooperation capable of keeping pace with rapid technological innovation.
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